
Department: Risk & IS

Location: Karachi 

Education: Bachelors in Computer Science/IT 

or relevant domain

Experience: 04 – 06 years in relevant field

Deadline: April 29, 2024

              Apply at: careers@1link.net.pk
Female candidates are encouraged to apply.

WE’RE HIRING!
Assistant Manager / Associate

Certificate & Key Management



Job Role & Requirements:

•Manage the lifecycle of cryptographic keys, including their generation, storage, 

distribution, rotation, and destruction.

• Implement and maintain key management policies, procedures, and standards.

•Configure and maintain the HSM for optimal performance and security.

•Serve as a key custodian to securely generate cryptographic keys within the HSM using 

approved algorithms and parameters.

•Maintain an inventory of security keys and certificates used across the organization.

•Manage digital certificates, including issuance, renewal, revocation, and validation.

•Ensure the integrity, confidentiality, and availability of certificates and private keys.

•Maintain documentation and evidence of key management processes to support 

compliance audits and certifications according to applicable PCI and ISO standards.

•Stay updated on the latest threats and trends in cybersecurity to recommend and improve 

the organization's security posture.

•Coordinate with external security providers on the latest threats.

•Monitor and report on key cybersecurity metrics.

At 1LINK we believe in equal opportunity & inclusivity for all. We encourage our employees to 

live a healthy life & work to the best of their potential. For employees to give their best, we offer: 

 Modular working options such as flexi-hours

 Continuous training and development

 Quarterly bonuses

 Heavily subsidized lunch and club facilities

 Employee educational support

 Performance bonuses 

 Carpool incentive

 On premises gym facility

 In-person/online doctor consultation facility

Title: Assistant Manager / Associate –

Certificate & Key Management 

Female candidates are encouraged to apply.

Deadline: April 29, 2024

             Apply at: careers@1link.net.pk
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